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Design of a satellite communication system for real-time video secure
transmission

WANGYi, GAO Yuge

Space Star Technology Co., Ltd., China Academy of Space Technology, Beijing 100086, China

Abstract: Satellite communication is an effective measure to solve the need to establish communication without ground

network coverage such as desert, sea, forest, etc. With the development of communication services, the communication used for

military, government and secret units is becoming more and more common. In the special period, the satellite communication system

with the characteristics of simple, rapid deployment and high security communication has been widely used, which puts forward

higher requirements for the security, real-time and reliability of data transmission. The designed real-time video secure transmission

system is based on the satellite communication system implanted encryption and decryption, codec and other technologies to achieve

the requirements of secure video real-time transmission, improve the reliability and convenience of data transmission in remote and

extreme environment areas. The scheme is designed from the aspects of system composition, working mechanism, system

specification and physical deployment, which has a strong guiding significance for the research and development of data security and

encrypted communication of communication satellite system.

Keywords: Satellite communication, Single channel per carrier, Real-time transmission, Data security, Encryption and

decryption
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