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Research on enhanced duplex communication security transmission method
based on historical data synchronization
LIU MingJin

SiChuan Water Conservancy Vocational College, ChengDu 611231, China

Abstract: Aiming at the contradiction between self-interference suppression and secure transmission in full-duplex
communications, this study proposes a history data-synchronized dynamic interference-embedded duplex secure transmission
method. The approach synchronously deploys stochastic generation and filtering screening mechanisms at transceivers: Transmitter:
Driven by historical transmission databases and adaptively adjusted by payload data length, it constructs embedded interference
sequences via quantified formulas (including coded sequence generation, embedded slot computation, and spacing ratio
determination). These sequences are then fused with encrypted transmission data through bit-position embedding. Receiver:
Leveraging inverse functions applied to local historical reception databases, it accurately isolates interference sequences and
reconstructs original data. Experiments demonstrate that without additional channel resource consumption, this method increases
deciphering difficulty for malicious nodes by over 300% while reducing self-interference cancellation complexity by 16.7%.

Keywords: Full-Duplex communication, Data security, Dynamic interference embedding, Historical data synchronization,

Self-interference suppression
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